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About this Playbook
This playbook is intended for the business and technical leadership for new and existing Microsoft 

partners that are adding a new practice to their business focused on delivery of services for Microsoft 

Azure related to Azure operations, security, and management. 

Objectives 

The goal of this playbook is to help you accelerate or 

optimize your Azure operations and management-focused 

practice.  

For the business side, this playbook provides valuable 

resources for driving new revenue opportunities, strategies 

for marketing, selling, and lead capture, as well as building 

deeper and longer-term engagements with your 

customers through potential new service offerings like 

managed services. 

For the technical side, the playbook offers guidance on a 

number of topics that range from the technical skills your 

team will need, to resources that you can use to accelerate 

learning as well as an explanation of some of the key 

opportunities for technical delivery to focus on as you get 

started and grow your practice. 

How this playbook was made 
This playbook is part of a series of guidance  written by 

Microsoft Partner Opsgility, in conjunction with the 

Microsoft One Commercial Partner group and 22 other 

successful Azure partners that have volunteered time to 

provide input and best practices to share with the rest of 

the partner community.  

To validate the guidance provided in these playbooks, we 

conducted a survey of 1,136 global Azure partners with 

MDC Research. In this survey, we gathered insights on a 

range of topics, including how partners hire, compensate 

and train resources; their business model, revenue and 

profitability; what practices and services they offer; and 

what skillsets they have in place to support their offers. 

The results of this survey are provided in-line with the 

guidance found within this playbook. 
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Using the playbook effectively 

Quickly read through the playbook to familiarize yourself with the layout and content. Each 

section includes an executive summary and key actions for that specific topic. Review these 

summaries first to decide which areas to focus on. Go over the content several times, if 

needed, then share with your team.  

TO GET THE MOST VALUE OUT OF THIS PLAYBOOK: 

R Get your team together and discuss which pieces of the strategy each person is responsible for. 

R Share the playbook with your sales, marketing, support, technical, and managed services teams. 

R Leverage the resources available from Microsoft to help maximize your profitability . 

R Share feedback on how we can improve this and other playbooks by emailing 

playbookfeedback@microsoft.com. 

 

 

  

mailto:playbookfeedback@microsoft.com
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The Azure Operations and Management 

Opportunity 
As companies embrace the opportunities presented by cloud computing to connect with 

customers and optimize operations, they take on new challenges. One of the biggest 

challenges in the adoption of cloud computing is ensuring the customers have the right 

skillset to manage the underlying technologies as well as an understanding of how to manage 

and automate the Microsoft Azure platform.  

CHANGING BUSINESS NEEDS WITH THE CLOUD 

In the new world of digital transformation, technology has become the source of competitive differentiation  and customers 

are asking themselves how their current organizations need to change to adapt into delivering a successful and sustainable 

digital business. With IT organizations becoming the primary means of meeting the needs of the business they need to 

evolve from supporting the business to being a part of the business by delivering value through services hosted in the cloud.  

As IT organizations become more closely aligned with the business, their roles and responsibilities will also evolve. Many 

customers see IT staff transitioning directly into business units which takes away from core IT. While a greater partnership and 

knowledge of the business is built, this leaves an opportunity for partners to step in and assist customers in the areas of 

Operations and Management. Partners should understand and embrace this fundamental change so that they can become 

strategic partners and trusted advisors as they lead their customers on this journey.  

BUSINESS VALUE AND AGILITY IN THE CLOUD 

As customers transition to cloud computing platforms, they are faced with managing not just a new set of technologies, but 

also a new way of approaching the management and operations of their digital estate. While the cloud can bring greater 

business value and agility, it can also bring new concerns, including cloud sprawl. 

PC Sprawl (1995+) 

Active Directory  

Patch, asset, mobile management 

Secure access 

Server Sprawl (2000+) 

Management suites 

Virtualization, monitoring, patch, 

backup 

Identity, workload 

Cloud Sprawl (2015+) 

SaaS management 

Security, threats 

Monitoring, backup  

Partners must be prepared to help customers understand how to manage, automate, and optimize their digital estate hosted 

in Microsoft Azure. In addition, partners should be positioned to ensure that customers have a solid foundation on which to 

execute their cloud strategy.  
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IDC forecasts that worldwide public IT cloud services revenue (i.e., SaaS, PaaS, and IaaS) will reach $141.2B USD by 2019, a 

19.4% compounded annual growth rate (CAGR): almost six times the rate of overall IT spending growth! SaaS still makes up 

the majority of spending, though PaaS and IaaS are expected to grow at almost twice the rate of SaaS over the next 5 years. 

 

This cloud spend also leads to two major shifts in budgets: 

¶ A 44% growth in the move from non-cloud to cloud delivery (e.g., on-demand, elastic, self-service, resource pooling, 

measured service) 

¶ An 11% growth in the move from customer site to provider site. (e.g., traditional outsourced, hosting provider, and public 

cloud) 

 

These shifts lead directly to revenue generating activities and additional opportunities for partners to delivery services on the 

Microsoft Azure platform. 
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Executive Summary  
Now that you understand the opportunity before in 

building a practice focused on the delivery of Azure 

operations and management, the first step is to define the 

strategy you will use to build your practice. Like the 

foundation of the house, thinking thoug h your strategy is 

critical to the long-term success of your practice ñ and it 

is worth it to take the time to think this strategy through. 

We begin by showing you to identity your target 

customers by identifying your customersõ needs and 

understanding their existing technology stack. This will 

allow you to offer the right services and focus on selling 

services within your defined areas of expertise.  

Then we will guide you through the process of defining 

your service offerings. With your service offerings defined, 

weõll move on to defining your pricing strategy, and 

explore strategies you can use to incentivize your 

customers to use your services for more Azure initiatives 

which directly drives consumption. 

We will then help you understand the building blocks for 

putting together a  practice. 

With your customers identified, your service offerings and 

pricing model defined, and your practice in place, we will 

next explore how to land a customer. 

With your first customers in place, we will also explore 

how you can leverage re-usable IP and build a repeatable 

delivery model. 

If you are not yet a Microsoft Partner, we will give you a 

walking tour of the Microsoft Partner Network, the 

programs you can leverage to grow your practice, how to 

earn competencies that yield additional benefits, and how 

to maximize the benefits you get from the program. 

After that, weõll give you a head start in how to identify 

potential customers when starting your practice, as well as 

potential service offerings. 

Weõll conclude this section by helping you understand 

support ñ how to support your customers, Microsoftõs 

support offerings, and the support-related benefits you 

get from establishing competencies in the Microsoft 

Partner Network. 

Letõs get on to defining your practice strategy.  

 

  

TOP 5 THINGS TO DO 

Measure twice and cut once. Here are the 

top 5 things you should absolutely do when 

defining the strategy for your practice. 

R Define your focus & value proposition 

R Understand the operations and 

management opportunity  

R Develop a business plan 

R Define and design the solution offer 

R Define your pricing strategy 
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Identify Target Customers 
With your Azure Operations and Management practice, you can help keep your customers 

both productive and secure across multiple technical disciplines. Your technical expertise 

allows your customers to focus on their business and not day-to-day operations. 

IDENTIFY CUSTOMER NEEDS 

Customers will have varying needs based on how far they have come in their digital transformation journey and how 

established their digital estate is today. Some customers will already have one or more Azure subscriptions, application 

deployments, and cloud-ready applications in use day. Other customers will be at the start of their journey, looking to you as 

a trusted advisor to guide them on their journey and implementation of Azure within their organization. 

Customers may have existing on-premises deployments today which are targeted to be migrated to an Infrastructure-as-a-

Service (IaaS) environment, or current applications which are being transformed for hosting in a Platform-as-a-Service (PaaS) 

offering. The needs of your customers and the services you can offer will be highly dependent upon their existing 

technological stack as well as their future goals for when that stack is hosted in Microsoft Azure. 

 

If your customers are targeting an IaaS environment, youõll have the opportunity to focus on several Azure services, including 

monitoring and maintaining  the security posture of Virtual Machines, Networks, and Storage. As customers mature and 

being to entrust their PaaS workloads to you, additional opportunities will surface such as the ability to monitor application 

builds and deployments as well as offer additional automation services.  

IDENTIFY TARGET MARKET 

It is more important now than ever that partners have a well-defined target market. Having a well-defined target market will 

allow your sales representatives and marketing personnel to focus on selling services to the right customers. As you consider 

your target demographics, think about: 

¶ What is my ideal customer size? 

¶ Are there specific technology stacks we should stay away from? 

¶ Do I want to target specific market segments (e.g. Financial Services, Government, Healthcare, etc.)? 

¶ Will you market to customers in specific geographic regions? 
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Build your prospect hit list 

Your goal is to build the list of prospects that could potentially turn into customers. To 

accomplish this, create an awareness campaign to draw attention to your Azure practice, 

highlight your service offerings, and use your success to earn additional business with your 

customers and the industry at large.   

Use these awareness activities to help generate new customers: 

WEBINARS AND PODCASTS   

A great way to transfer knowledge, establish yourself as an 

expert, and pique the interest of potential customers. 

REFERRALS 

Ask for referrals in email and phone calls when talking 

with existing customers, partners, and vendors who might 

know someone who is ready for your services. 

WHITE PAPERS 

These are a great way to build credibility with decision 

makers. Technical staff often expect a white paper to help 

them understand underlying architecture and technology 

of your solutions. 

NEWS ARTICLES  

Leverage public relation efforts to drive publicity around 

your technology, things your company is doing in the 

market, and other topics of current interest. 

SOCIAL MEDIA  

Social media such as Twitter, LinkedIn, etc., is a 

place to build awareness, reputation, and customer 

satisfaction ñ and gain new customers.   

Also, consider offering your services as a pilot 

project to your prospects. With a pilot project, the 

customer receives two important values. First, they 

get to better understand how the project goals will 

be successful. Second, they have a production-

grade starting point for their larger efforts.  

It is important to keep the distinction between 

proof -of- concept (PoC) and pilot clear. A PoC 

should never be considered for direct deployment 

into production; whereas a pilot should be 

constructed with a production release in min

  

Case Study 
BRISTOW GROUP 

For many enterprises, mobility is one of a number of strategies used to help create a competitive 

business environment. For Bristow Group, the leading provider of industrial aviation services in the 

world, mobility is the whole point. More than half of the companyõs nearly 5,000 employees are either 

flying or maintaining helicopters on any given day. 

Read the case study 

https://customers.microsoft.com/en-us/story/boosting-productivity-of-a-mobile-workforce-with-secure-access-to-enterprise-platforms
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Define Engagement Process 

Pre-Sales, Post-Sales, and Support 

For your practice, you should define the technical effort required before the sale (pre-sales), 

after the sale (post-sales), and in support of the sale. You will need to decide on the technical 

pre-sales and post-sales requirements for your solution offer. 

PRE-SALES 

The technical effort required to make the sale involves: 

¶ Discuss the customer requirements and address their 

objections.  

¶ Develop technical pitch decks. Leverage the Cloud 

Adoption Framework. 

¶ Technical demo: This demo may be generic or may 

need customization to better meet the requirements 

of the customer. The goal of the technical demo is to 

inspire confidence in your ability to deliver the 

desired solution by demonstrating you have òalready 

done something like it before.ó 

POST SALES 

The technical effort required after the sale includes: 

¶ Addressing follow-on customer concerns about the 

technology or implementation.  

¶ Providing training to increase awareness of the 

solution that will be implemented. 

¶ Providing a technical demo more customized for the 

customer to better understand their needs before 

moving on to the next phase of the project. 

¶ Following up with the customer to ensure 

implementation is on track and meeting expectations. 

For guidance with sales efforts, consider the learning 

paths available in the Microsoft Partner Network Learning 

Portal.  

SUPPORT 

Define your customer support program and processes. 

This includes:  

¶ Defining your support model 

¶ Provisioning your support infrastructure 

¶ Defining and implementing your escalation process 

¶ Selecting and enabling your support options for 

Azure 

Microsoft also provides support for technical presales and 

deployment services. 

https://www.microsoftpartnerserverandcloud.com/Pages/CloudInfrastructureandManagementPracticeAccelerators2.aspx
https://www.microsoftpartnerserverandcloud.com/Pages/CloudInfrastructureandManagementPracticeAccelerators2.aspx
https://learningportal.microsoft.com/
https://learningportal.microsoft.com/
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Define Service Offerings 
It is important to understand the cloud business models and that not all revenue streams are 

equal. 

THERE ARE FOUR WAYS TO MAKE 

MONEY SELLING CLOUD:  

R Resale 

R Project Services 

R Managed Services  

R Packaged IP 

Partners that focus almost entirely on product revenue have 

the biggest barrier, and typically see margins in the range of 

5ð20%. This is because the margins for this revenue line are 

tied to vendor incentives. These partners are subject to 

changes in strategy and the desire to fund programs, and 

have the least control over their own destiny. 

Project services typically drive a range of approximately 

35% gross margin, but this has been under pressure for 

some time. This is a result of little differentiation in the 

channel, which has caused billable price points to hold 

steady over the past five or more years. Concurrently, 

increasing salary and benefit costs of consultants and 

inflation have eroded profitability.   

As a result, aggressive and entrepreneurial members of 

the channel have adapted and gone after the higher 

margin opportunities of managed services, which 

generate on average 45% gross margin and packaged IP, 

which often exceeds 70%. 

It is these partners who are setting themselves up to be 

rewarded. The mergers and acquisitions space is quite 

active. The partners who gravitated toward the recurring 

revenue lines and realized healthy growth are being 

presented with much higher valuations. This can have a 

dramatic increase in the cash event of the company and 

overall shareholder value ñ far higher than what a 

traditional partner focused on product and billable 

services can realize.  

A business plan is a critical asset that can help you 

envision and think through the details of your practice, 

identify gaps you will need to address, and explain the 

fundamentals of your practice to others. Leverage the 

Cloud Practice ð Develop a Business Plan guide for details, 

profitability scenario overviews, business plan templates, 

and financial models. 

Read on to understand what types of project services, 

managed services, and intellectual property  you should be 

considering in your operations and management practice, 

and leverage the Define and Design Your Solution Offer 

guide to understand how to define your value 

proposition, solution and vertical offerings, and 

partnership opportunities.

Not all revenue 
streams are 
created equal 
AVERAGE GROSS MARGINS 

https://aka.ms/developabusinessplan
http://assets.microsoft.com/en-us/msp-determine-your-offering.pdf
http://assets.microsoft.com/en-us/msp-determine-your-offering.pdf
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Azure Security and Management 
Azure offers many services for visibility and control across your customers environment ð 

from their on-premises datacenter to the cloud. Partners can offer services that help their 

customers manage, protect, and secure their workloads no matter where they reside. 

 

MANAGE 

Azure Monitor, Log Analytics, Application Insights, and Azure Automation are the core Azure services which comprise the 

management stack. Each of these services can help customers gain visibility into their environments, reduce mean time to 

resolution when errors do occur, and improve the performance and usability of the applications that they deploy in Azure. 

 

COMPREHENSIVE VISIBILITY 

Comprehensive visibility across platform, 

apps and workloads 

Collect and correlate data from multiple 

sources incl. multi-vendor solutions 

Gain insights to act on using machine 

learning and advanced analytics 
 

REDUCED MEAN TIME TO 

RESOLUTION 

Visualize and alert on the health, 

performance and utilization 

Discover app and network components 

and map their connections 

Detect and respond to issues before they 

impact your users 

 

IMPROVED PERFORMANCE AND 

USABILITY 

Learn, iterate, and improve the 

performance and usability of your apps 

 

CHANGE AND UPDATE 

MANAGEMENT  

Install OS patches 

Track virtual machine changes 

Automatically track inventory changes 
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Azure Monitor  

All the monitoring data you need to operate and maintain your Azure resources is centrally 

available through Azure Monitor. 

 

Azure Monitor provides base-level infrastructure metrics 

and logs for most services in Microsoft Azure. Azure 

Monitor is one of several core monitoring services in 

Azure and provides fundamental, required monitoring 

across Azure resources allowing you to: 

¶ Monitor your Azure resources with detailed logs 

¶ Set up alerts and take proactive, automated 

actions 

¶ Use flexible configuration and data consumption 

options 

¶ Integrate with analytics and notification tools that 

are familiar to you and your customers 

VIEW AND MANAGE MONI TORING DATA 

With Azure Monitor, you get detailed, up-to-date 

performance and utilization data, accessing to the Azure 

activity log that tracks every API call, and diagnostic logs 

that help you debug issues for your customers in their 

Azure resources. 

ALERTING AND AUTOMATED ACTIONS 

In addition to providing access to your customers 

performance and utilization data, you can also configure 

Azure Monitor with alerts and take automated actions 

based on them. This allows you as partner to be proactive 

with your customers workloads that are hosted in Azure 

by detecting issues before they affect their business. With 

Azure Monitors automated actions, you can auto-scale 

resources, start Automation runbooks, and even call 

webhooks. 

DIAGNOSE OPERATIONAL ISSUES QUICKLY 

Not all events can automatically be remediated, so Azure 

Monitor also gives you the tools you need to analyze and 

diagnose operational issues in your customersõ 

environments so you can resolve them efficiently. You can 

even create dashboards with graphs of performance 

metrics, search through subscription activity, and share 

your insights with your customers. 

INTEGRATE WITH EXSTING TOOLS 

Azure Monitor also integrates directly with many of the 

other solutions youõll learn about in this playbook, 

including Application Insights and Log Analytics. Azure 

Monitor also integrates with a variety of partner tools, 

potentially allowing you and your customers to leverage 

existing vendor relationships and technology investments. 

As a partner, you can even build your own custom 

integrations by using REST APIs and webhooks. 
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Log Analytics 

Centralize log data from multiple systems and environments, including those external to 

Azure, in a single data store.  

 

Log Analytics will allow you to transform both yours and 

your customerõs Azure activity data and managed data 

resources across different subscriptions into actionable 

insights. Through Log Analytics, youõll gain deeper 

insights into your customerõs environments hosted in 

Azure or on-premises with its hybrid capabilities.  

¶ Quickly connect and collect log data from 

multiple sources 

¶ Correlate and analyze using powerful machine 

learning constructs 

¶ Search and query interactively using an expressive 

language 

¶ Develop deep insights use purpose-built 

management solutions 

COLLECT AND CORRELATE DATA FROM 

MULTIPLE SOURCES 

Log Analytics will allow you to correlate data in new ways 

using powerful joins and a rich query language. With 

these deep insights, you will be able to concentrate on the 

data that is important to you, performing advanced date-

time analysis. Through Log Analytics near real-time 

capabilities, youõll be able to quickly identity the root 

cause of operational issues in your customer subscriptions.  

SMART ANALYTICS 

Log Analytics interactive query engine also offers one-

click diagnosis of performance issues from the advanced 

analytics portal. With machine learning, partners have 

access to advanced learning algorithms to detect and 

mitigate potential issues before they impact your 

customers. 

RICH EXPLORATION WITH INTERACTIVE QUERIES 

As you build your queries and visualizations, youõll have 

the ability to combine that data with the data from 

resources such as Azure Monitor, offering your customers 

a rich view of the performance of their environments 

while allowing your operations resources to understand 

performance and activity in each environment.  

BUILT- IN NOTIFICATION AND AUTOMATION  

The data that is stored in Log Analytics becomes 

actionable in the same ways as the data in Azure Monitor , 

including the ability to natively integrate with service 

management solutions such as ServiceNow and provides 

for the correlation of alerts from various sources. The data 

that is stored in Log Analytics can even be automated, 

with the ability to trigger remediation through Azure 

Automation, Logic Apps, and Azure Functions. 
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Application Insights 

Get rich performance monitoring, powerful alerting, and easy-to-consume dashboards to 

help your customers ensure their applications are available and performing as they expect. 

 

Application Insights allows partners to offer customers a 

cloud-first and cloud-ready application performance 

management suite. With Application Insights rich data 

sets, you will be able to know about issues before they 

become larger problems, understand who and what are 

affected, and performance root cause analysis to find and 

fix issues. 

¶ Detect and diagnose exceptions and application 

performance issues 

¶ Monitor Azure websites, including those hosted 

in containers, plus websites on-premises and with 

other cloud providers 

¶ Seamlessly integrate with your DevOps pipeline 

using Visual Studio Team Services, GitHub, and 

our webhooks 

¶ Get started from within Visual Studio, or monitor 

existing apps without redeploying 

APPLICATION PERFORMANCE MANAGEMENT 

Data stored in Application Insights can be used show 

trends in application performance and behavior, identity 

usage patterns, and get quick answers to questions about 

website performance. By using the same query engine as 

that in Log Analytics, partners can leverage the same 

skillset for operators across multiple solutions. 

INTERACTIVE DATA ANALYTICS 

The data in Application Insights is powerful on its own, but 

like many other Azure services, it can be combined with 

Log Analytics, offering partners the ability to aggregate 

application performance data, Azure activity logs, and 

operational data from Azure virtual machines in a single 

data set. 

MACHINE LEARNING 

Application Insights includes smart detection capabilities, 

leveraging machine learning and service analytics which 

continually analyze application telemetry. Through this 

continual analysis, the Application Insights service can 

provide anomaly detection, failure counts, performance 

changes, and even platform behavior analysis. This data 

can be actioned through the same notification and 

alerting mechanisms as Azure Monitor  and Log Analytics, 

again providing a familiar interface for operations to 

interact with Azure. 

DEVOPS INTEGRATION 

Application Insights can be easily integrated into you or 

your customers existing DevOps processes. This allows 

you to bring Application Insights rich monitoring to your 

continuous integration and continuous delivery pipelines. 

This includes integrations with Visual Studio Team 

Services or GithHub for issue tracking and resolution. 

GET STARTED QUICKLY 

Application Insights is not just for your customers bespoke 

applications ð it can also be used to instrument and 

understand existing websites hosted in IIS, offering 

partners the opportunity to onboard customers into the 

service early in their cloud journey. 
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Azure Automation  

Automate, configure, and install updates across hybrid environments 

 

Azure Automation delivers a cloud-based automation and 

configuration service that provides consistent 

management across your Azure and non-Azure 

environments. It consists of process automation, update 

management, and configuration features. Azure 

Automation provides complete control during 

deployment, operations, and decommissioning of 

workloads and resources. 

¶ Control hybrid environments 

¶ Integrate management systems using serverless 

runbooks 

¶ Ensure consistent management for Windows and 

Linux 

LOWER COSTS THROUGH AUTOMATION  

By automating your operations, including tasks for you 

and your customers, partners can focus on work that 

drives value for their customers. Azure Automation allows 

partners to automate all of their frequent, time-

consuming, and error-prone cloud management tasks. 

This leads to lower operational costs. 

UPDATE MANAGEMENT 

Azure Automation can be combined with Log Analytics to 

offer a cloud-hosted patch and update management 

services for both Windows and Linux operating systems. 

With Azure Automationõs hybrid capabilities, update 

management and compliance can be managed across 

Azure, on-premises, and even other cloud platforms. The 

rich orchestration engine also provides for defined 

maintenance windows, exclusions, and more. 

CONFIGURATION MANAGEMENT 

Azure Automation offers a first-party virtual machine 

configuration service hosted in Azure with support for 

Desired State Configuration (DSC). Along with DSC, the 

automation service also allows you to author and manage 

PowerShell configurations, import existing scripts, and 

generate node configurations ð all in the cloud.  

INVENTORY MANAGEMENT 

Through Azure Automationõs inventory and change 

tracking functions, partners can provide customers full 

inventories of operating system resources, including 

installed applications and even custom configuration 

items. A rich reporting interface with powerful search 

allows operators to quickly find detailed information on 

everything that is configured within an operating system ð 

both Windows and Linux.  

Inventory changes can also be tracked across Windows 

services, Linux daemons, software, registry, and individual 

files to promptly investigate issues. Inventory and change 

tracking is built on Log Analytics, allowing partners to 

configurate automated alerts to track unwanted changes. 

INTEGRATE WITH SERVICES  

In addition to configuration management, Azure 

Automation also offers a rich automation and scheduling 

service based on runbooks that can be authored in 

PowerShell or Python. This allows partners to integrate 

not just other Azure services, but also any public systems 

that customers require for deploying, configuring, and 
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managing the end-to-end lifecycle of resources deployed in Microsoft Azure. 

These runbooks can be trigged from systems outside of Azure, bringing integrations with existing ITSM, DevOps, and 

monitoring systems to fulfill requests and ensure continuous delivery and management. 

PROTECT 

Azure Backup and Azure Site Recovery will allow your customers to experience the benefits of high availability, disaster 

recovery, and backup. These Azure services allow partners to offer a full suite of services around business continuity and 

disaster recovery. 

 

REDUCED COST 

No need to purchase additional 

hardware 

No secondary site resource costs 

Pay for what you use 

 

REDUCED COMPLEXITY 

Faster onboarding with cloud services 

Simpler execution for testing and failover 

Integrated business continuity as a service 

 

INCREASED COMPLIANCE 

Industry-leading certification portfolio  

Deploy in one of Azureõs 38 global 

datacenters  

Increase your coverage of applications to 

meet your compliance requirements 
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Azure Backup 

Protect your customers data with a cloud-based backup-as-a-service 

 

Azure Backup is the Azure-based service you can use to 

back up, protect, and restore your customerõs data in the 

Microsoft cloud. Azure Backup replaces existing on-

premises or off-site backup solutions with a cloud-based 

solution that is reliable, secure, and cost-competitive. All 

Azure Backup components (no matter whether you're 

protecting data on-premises or in the cloud) can be used 

to back up data to a Recovery Services vault in Azure. 

¶ Keep your data in Azure and on-premises safe 

¶ Backup supports all machines, including VMware 

and Hyper-V virtual machines running on Linux 

and Windows, as well as physical Windows 

Servers 

REDUCE COSTS 

Azure Backup is a pay-as-you-go service, giving partners 

and customers the flexibility to choose the data that they 

want to protect for as long as they need to protect it. 

Azure Backup is designed to be cost-effective for both 

short-term and long-term data retention scenarios. Virtual 

machines and individual files or folders can be restored ð 

in Azure or on-premises ð as needed, for free. 

QUICK ONBOARDING AND DEPLOYMENT 

Azure Backup enables hybrid deployment and 

management of customers environments quickly and 

easily. Backup can be used to protect Azure and on-

premises workloads and comes with support for Windows, 

Linux, VMware, and Hyper-V. When deployed into 

virtualization environments such as VMware, Backup can 

automatically detect your virtual machines and connect 

them to Azure. 

All of your customerõs backup information is surfaced in a 

centralized dashboard, allowing partners to quickly decide 

what to restore in an event which generates unexpected 

data loss. Backup reports can also be exported to Power 

BI, offering partners richer visualizations and data analysis, 

along with the ability to share deeper insights with their 

customers. 

RANSOMWARE PROTECTION 

In the age of ransomware, customers can never be too 

careful with their data. Azure Backup allows partners to 

offer customers piece of mind that their backups are 

secured through limited access controls, automated 

notifications if suspicious activity is detected in a Recovery 

Services vault, and unauthorized deletions are kept for 

days, providing ample time to secure the environment 

and start the recovery process. 

 

RANSOMWARE ATTACKS 

OCCUR EVERY 40 SECONDS 

 

4,000 DAILY ATTACKS SINCE 

2016 

300% INCREASE OVER 2015 

$5 BILLION DAMAGES 

PREDICTED IN 2017  

15X INCREASE OVER 2015 

Sources: https://securelist.com/kaspersky-security-bulletin -2016-story-of-the-year/76757/, https://www.justice.gov/criminal -ccips/file/872771/download, https://cybersecurityventures.com/ransomware-

damage-report -2017-5-billion/   




























































































































































































































