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Microsoft 365 Business




Microsoft 365 Business ) Wl vicrosoft 365,

' B /,I Business Edition

* M365 Business is an integrated solution bringing
together the best-in-class productivity of Office 365
with advanced security and device management
capabilities to help safeguard your business. N oot S

A, Active users I} Office software B Admin centers

¢ Editauser 4 Software download settings

@, Reset a password @ Troubleshoot installation

* You can protect your work files on all of your iOS,
AndrOid' and Windows 10 deViceS With enterprise_ & Azure Active Directory = 22 Windows 10 Upgrade @ Security & Compliance o
grade security that is simple to manage. P R © ot

2 Enable password reset =7 Share the download link + Create label

* M365 Business is meant for up to 300 licenses. d Cremeinsaliation meda

@ Troubleshoot installation

* Windows devices must be running Windows 7

. . . Eo Device Management o L Device actions > [ Device policies
Professional, Windows 8 Pro, or Windows 8.1 Pro.
©:  Get started <+ Deploy Windows with AutoPilot -+ Add policy
3 Set up device enrollment & Remove company data & Edit policy
-+ Configure device profiles () Factory reset ] Delete policy

<+ Create app policies A Manage Office deployment



Office 365 Business

Azure AD P1 (only some feature): MFA (Multi Factor Authentication, SSPR
(Self Service Password Reset), SSO (Single Sign-on) Third Party Application

Windows 10 Professional (only upgrade from 7, 8.1 Professional)

M365

Office 365 ATP

BuUsIness:

- Data Loss Prevention

functionality

Exchange Online Archiving (eDiscovery, Litigation Hold, Retention Policy)

Azure Information Protection

Intune (Windows 10, iOS, Android)




M365 Deployment

Configure users & security policies
using Microsoft 365 Business
simplified Setup wizard

Deploy Office 365 Services

Deploy Windows 10 devices to
enable Microsoft 365 Business

management and access on-prem
resources

You can deploy Microsoft 365 Business for
customers with on premises Active Directory and
local resources. For that, you can configure the
Windows device in two ways:

: Azure AD Joined Device
A configuration where the Windows 10

device is joined to Azure AD while Azure AD
Connect is enabled

: Hybrid Azure AD Joined Device
A configuration where the Windows 10
device is joined to both Azure AD and on-
prem AD while Azure AD Connect is enabled






|[dentity

e A digital identity is information on an entity used by computer systems to
represent an external agent. That agent may be a person, organization,
application, or device

Identity is a "set of attributes related to an entity"

The identity information makes each entity unique and different from each other

Identity are usually stored in a repository (ie. a Directory)

From a security point of view each identity information in the repository
represents a Security Principal used to uniquely identify an entity (ie: User
Account)



Authentication Authorization

e Authentication is a process for verifying * |Is the process to gain access to

the identity of something or someone resources, usually with different rights

* Authentication relies on trust among for different identities

process components * |dentity is verified thru authentication
® customs, passports, identity card, e Security administrator of resource define
Issuing organizations, people, ... what kind of rights a known entity has or

credentials



Microsoft 365 authentication options




o New user

First name Last name

Cloud Identity |

With the cloud-only model, you manage your user
accounts in Microsoft 365 only. No on-premises
servers are required; it's all handled in the cloud by
Azure AD. You create and manage users in the
Microsoft 365 admin center or by using Windows

Display name *

Username * Domain

@ M365B985851.0onmicrosoft.cc v

Location
PowerShell
Italy v
Microsoft 365 admin center v Contact information
= Contoso v Password Auto-generated
W Home o
Active users -
| o N v Roles User (no administrator access)
Users
. R, Add a user £ Add multiple users O Refresh
Act * + . . .
| Active users v Product licenses * Microsoft 365 Business

Contacts
Display name T

Guest users

Deleted users



Directory synchronization and Hybrid [dentity

HR
I database Azure AD :
. << l \ -

Database

S

_—_—»

Exchange

Mail
h

Synchronization

'
|
|
|

v

Windows

Server Active
Directory

Microsoft's identity solutions
span on-premises and cloud-
based capabilities. These
solutions create a common
user identity for authentication
and authorization to all
resources, regardless of
location. We call this hybrid
identity.



Syncronized ldentity

Directory Synchronization

il

Windows Azure Active Directory

AAD Connect
Identita locali

On-premise identity and Cloud

identity connected by Azure AD
Connect




Seamless SSO

* Works in combination with Password Hash Synchronization or Pass-through Authentication .

e Users are automatically signed into both on-premise and cloud-based applications when on the corporate
network.

e Users do not have to enter their passwords repeatedly.

* Users outside the corporate network can sign in using the normal username and password method required
with Password Hash Synchronization.

* No additional components/servers are required. AD Connect Wizard with tick in a box (see below) and a GPO.

Office365, SaaS

N Microsoft Azure
Active Directory

User sign-in from AD
domain-joined machine ,-°

Contoso Corpnet

¥ managed authentication . .
AL . using Azure AD Connect . .
Azure AD does Kerberos Authentication . .
against Windows Server Active Directory
s Windows Server HE
M Active Directory




Password hash sync authentication

The simplest way to maintain
a single authoritative identity
database, Azure AD Connect

- - Password sync )
=l p2

can Ched_( for Ch?nge? tothe Op-prgmises Password write-back AZU.I'e Active
on-premises Active Directory et PllRsel (optional) Directory
and automatically update A A

X . Office 365
Azure AD. While users will Your apps

still need to maintain Saa$ apps

separate passwords for cloud .

resources, this can be On-premises sign-on - Cloud sign-on
remedied by synchronizing

User
password hashes as well.



Azure AD Hybrid Identity with Password Hash Sync

Public Cloud
AAzure

1] Office 365

Application access

D @ User < Q, User sign-in @ Azure AD Identity/sync with password hashes E Anara D

0 [ Connect

Directory query

Active

A Directory

Cloud On-premises



Pass-through authentication

This password validation
solution allows on-premises - -

devices to connect to cloud ] .
resources using their corporate

User's password

On-premises securely validated Azure Active
i i Active Director i

credentials, solving many y i~ AD via connector Directory
of the compliance issues

/I\ Office 365
of identity synchronization. Your apps
Azure AD passes credentials 33as apps
back to the on-premises Active .

Directory server to validate
the user. Unlike federated
authentication, the company
does not have to maintain

User

servers in a perimeter zone.



Azure AD Hybrid Identity with Pass-through authentication

Identity sync E Azure AD
Connect

Public Cloud
AAzure

] Office 365

Directory query

Application access Q, Pass-through authentication % Authentication
o

Agent v
&, User sign-in Active
DD ‘ User < ' @ Azure AD $ ¥ E‘ Directory

Authentication
e
a Agent

Cloud On-premises



Federated authentication

With this method of authentication, the business commits to providing an identity service for employees. An on-
premises identity service provides single sign-on capabilities through Active Directory Federation Services (AD FS).
Federated authentication allows custom and more rigorous levels of access control. However, availability of the
federated infrastructure becomes extremely important—if users cannot connect to the Internet, domain controller,
or federated servers, then they cannot log into cloud services.

&

>

Federation trust

On-premises
Active Directory Azure Active
/AD FS ( - ) Directory

Sign-in Access
Web application Extranet A Office 365
Sign-in proxy Your apps
SaaS apps
- Access

Intranet



S Azure AD Hybrid Identity with Federated authentication

" SaasS
- Public Cloud
" Azure Identity sync A AD
. zure
] Office 365 E Connect
h
Application access Directory query

eer i
D &uSer o\ Usersign-i Azure AD Active
] A Directory

Q, Validation
Q, User sign-in redirection " A Federation R Federation
: (_—) Proxy I AServer
. Federation
A\ Federation > AServer
(_—) Proxy N

Cloud Perimeter On-premises



RBAC




Using Admin Roles In Microsoft 365

* In Microsoft 365 you use administratorroles to assign specific
administrative functions to users

* Each adminrole maps to common business functions and gives
permissions to do specific tasks in the Microsoft 365 admin center

* You can manage admin roles in Microsoft 365 using the Microsoft 365
admin center or Windows PowerShell. Roles include:

* Global administrator

* Billing administrator

* Dynamics 365 service administrator
* Exchange administrator

e Password administrator

» Skype for Business administrator

* Power Bl administrator

e Service administrator

e SharePoint administrator

* User management administrator

O User (no administrator access)

This user won't have permissions to the Office 365 admin center or any
admin tasks.

O Global administrator

This user will have access to all features in the admin center and can
perform all tasks in the Office 365 admin center

@ Customized administrator

You can assign this user one or many roles so they can manage specific
areas of Office 365

|:| Billing administrator

D Dynamics 365 service administrator

D Customer Lockbox access approver

|:| Exchange administrator

D Helpdesk (Password) administrator

D License administrator

|:| Skype for Business administrator

|:| Message Center reader

D Power BI service administrator

D Reports reader

|:| Service administrator

D SharePoint administrator

D Teams Communications Administrator
|:| Teams Communications Support Engineer
D Teams Communications Support Specialist
D Teams Service Administrator

|:| User management administrator



Azure Active Directory:

Feature




Evolving Active Directory

©

Partners

Windows Server
Active Directory

On-premises



Plan and Implement Selt-Service Password
Management

e Self-service password reset (SSPR) allows users to reset their own
password without requiring intervention by an administrator

* SSPR is not enabled by default
* To reset a password, users must authenticate their identity first

* If an administrator wants to use SSPR, they must use two verification
methods, and they are not able to use security questions

* If you purchase Azure AD Premium, it includes the ability to write back
passwords. This enables you to implement self-service password reset for
synchronized identities and federated identities



Selt-Service Passwords Management

PCNS to
p Connected Apps 4

On-premises
and hosted

o -

)
<
)
x
M
@
o

Tenant-specific Service .
Bus Namespace

Public :

Azure AD Connect Writeback Agent CIOUd

Azure AD Password Management

Works with federation, password sync, or
> cloud-only user accounts. Enforces all your
rich on-prem password policies

Users can update their AD passwords or
Password Reset / Change Portal > unlock their AD accounts in real-time — no
waiting for sync

No poking holes in your corporate
> firewall requires — all connections occur
against port 443 outbound only

> Multi-tiered security model:

All traffic is over HTTPS
Encryption with tenant-specific key

Tenant-specific Service Bus
namespace for pending requests
Integrated anti-hammering, throttling,
and message expiry

Real-time notifications sent to users
and admins



Compromised Credential: BIG ISSUE

Forbes Billionaires Innovation Leadership Money Consumer Industry Lifestyle Featu

81% of hacking breach involve credential theft

Forbes CommunityVoice Connecting expert communities to the Forbes audience. What is This?

469 views | Oct 12, 2018, 09:00am

‘ Compromised Credentials: The Primary Point of | The Growing Issue Of
ﬁ Attack for Data Breaches Compromised Credentials

By Torsten George on January 24, 2018

in svre LR s

Organizations Should Move to an Identity-centric Approach Based

on a Zero Trust Model
Steve Tout

Steve Tout CommunityVoice

Forbes
| & Forbes Technology Council Communityveice ®

Recent headlines of Russia-linked hackers harvesting access credentials to infiltrate the U.S. L0 of VeriCloutie, | rite about the identity and cloud security space as el s my ntercste in
Senate and stage lateral attacks illustrate a common tactic used by cyber criminals and leadership, strategy and business.

state-sponsored attackers. According to the Verizon 2017 Data Breach Investigation Report, a

whopping 81% of hacking-related breaches leverage either stolen, default, or weak

passwords. So why are so many organizations still focusing on securing the network 73% of people re-use password across
perimeter, instead of rethinking their core defenses by maturing their identity and access muItipIe account

management strategies to secure applications, devices, data, and infrastructure — both on-
premises and in the cloud.




Why Azure AD: Strong authentication

High security, convenient methods

Windows Hello Microsoft Authenticator OATH Security Tokens



Implementing Multi-Factor Authentication

Multi-factor Authentication (MFA) in Microsoft 365 helps
increase security by requesting users to provide a user
name and a password while signing in and then use a
second authentication method.

The second authentication method might be
acknowledging a phone call, text message, or an app
notification on their smartphone

You can also enable users who authenticate from a
federated, on-premises directory for multi-factor
authentication.

The tenant administrator enables MFA in the Microsoft
365 admin center

multi-factor authentication
users service settings

app passwords

@ Allow users to create app passwords to sign in to non-browser apps

O Do not allow users to create app passwords to sign in to non-browser apps

verification options

Methods available to users:

Call to phone

Text message to phone
Notification through mobile app

Verification code from mobile app or hardware token

remember multi-factor authentication

[ Allow users to remember multi-factor authentication on devices they trust

Days before a device must re-authenticate (1-60): | 14

save



Microsoft Authenticator for Azure AD

User-friendly experience Password-less authentication




Seamless, secure and productive experience for
users Microsoft Authenticator for Azure AD

B & B signintoyouraccount X |+ W

Phone sign-in using Microsoft Authenticator

© contoso

« kelly@contoso.com

Two factor, password-less authentication

Making sure it's you

Tap the number below in your Microsoft
Tap the correct number to sign in. Authenticator app to sian in.

Approve sign-in?

kelly@contoso.com

Public / Private key exchange 78

DENY APPROVE Cancel




Azure AD support for
any OATH-certified
hardware tokens

MFA without smartphones

Use up to 5 authenticator devices
per user




Seamless, secure and productive experience for users
FIDO2 for Azure AD Join (in private preview)

' DTM
alliance

-@® 0020Prot0c _
—_—  [¢] [=]7
S o =

Any FIDO compatible device Any platform that supports FIDO

FIDO 2.0 creates an open ecosystem of authentication devices



Windows 10 MFA




Password-less with Windows 10 Hello

Enterprise-grade security User-friendly experience Password-less authentication

WG

N
N v,
R \
Py \
¥ \
X

o0
o’

Hello Melanis
=

m 6 5 enterprises have deployed
5 . K Windows Hello for Business

@ 47 active Windows
M Hello users



Windows Hello for Business

Windows Hello Companion Device

* No passwords! FEELLO

* Password-less, strong authentication
* On devices with TPM, multi-factor authentication

e Available for Windows 10

* Secure
* Credentials are protected by hardware

Wearable

e Extensible

* The Windows Hello Companion Device Framework
* Possibilities for a wide array of devices




WHFB Authentication Methods

 Windows Hello for Business offers these
methods:

* Log in with your username and password Windows Hello for Business
* Loginwith aPIN

* Log in with facial recognition

* Log inwith a fingerprint

* Log in with the Microsoft Authenticator app

* Loginwith a FIDO 2.0 key* (like Yubikeys)

*In private preview only for non-Hybrid Azure AD joined devices running Windows 10
version 1809, and up


https://www.microsoft.com/en-us/store/p/yubikey-for-windows-hello/9nblggh511m5

iINndows
ello for

usiness:
orkflow

Create Accountor

Proves ldentity

w Create and trust myuniquekeyor Eﬁ E

User Unlock Windows Authenticate me by validating thissigned request

Registration  “wi

Identity provider
Active Directory
User o Azure Active Directory
ereis ,ULH
| trust tokens fromidentity provider authentication token Microsoft Account
(T — Other identity providers
Intranet % %
Resource
eee | So do Windows 10
Intranet %
Resource

Proves Identity

[ ] {1\
N T -
Trust my unique key A

+ _ |DF’
User Here is your Ad:zeu?:zgmy Acce S S

T | trust tokens from IDP authorization token Google
Facebook
Intranet % % Microsoft Account
Resource
T 2o ol
Intranet % Windows10
Resource




Windows 10 Hello for Business: Intune

Device Enrollment Device Configuration

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Windows Hello for Business

Create profile X Windows Hello for Business O

10 and later

Home > Microsoft Intune > Device enrollment - Windows enrollment > Windows Hello for Business - Properties > Settings

. . N . * Name
Windows Hello for Business - Properties « X Settings 0o X
Windows enrallment @ name n
Search (Cirl+/) « . Configure Windows Hello for Business: @ .Enab\e ““-“\-/“
Description
© overview Configure Windows Hello for Business: @ [fabed v Enter a description v Minimum PIN length: @
Manage Use a Trusted Platform Module (TPM): @ W - Maximum PIN length: @
Properties " o et © Hatior
Minimum PIN length & v
Windows 10 and later hd Lowercase letters in PIN: @ Not allowed v
Maximum PIN length: @ 127 v
* Profile type
fe P Uppercase letters in PIN: @ Not allowed v
Lowercase letters in PIN: @ Not allowed v Identity protection d
Settings 5 Uppercase letters in PIN: @ Not allowed v Special characters in PIN: @ Not allowed v
Emim Settings >
Special characters in PIN: @ " )
c i Mot allowed v Configure PIN expiration (days): @ Not configured A
PIN e 2 v
Scope (Tags) Remember PIN history: @ Not configured v
Remember PIN hi 5 v >

0 scope(s) selected

Allow biometric authentication: @ Yen Ne Enable PIN recovery: @ Not configured
Use enhanced anti-speofing, when available: @ Yes v Use a Trusted Platform Module (TPM): @ Not configured
Allenw phane sign-ir: @ = o Allow biometric authentication: @ Not configured

Use enhanced anti-spoofing, when available: @ Not configured

Certificate for on-premise resources: @ Not configured




Modern Authentication in

M365




Modern Authentication

 Modern Authentication in Microsoft 365 is based on ADAL (Active Directory
Authentication Library) and OAuth 2.0 and supports some of the newer features
that are available in Microsoft 365. These security features provide enhanced
authentication to users. Examples include:

e Multi-factor Authentication (MFA) using smart cards
 Certificate-based Authentication (CBA)
* Third-party SAML identity providers

* By default Exchange Online, SharePoint Online, and Skype for Business Online
automatically use Modern Authentication.

o Office 2013 must be enable; Office 2016/2019 default enable



Azure Active Directory

P1 Plan




Conditional Access

[] Assignments
Actions

0 User/Group Allow access

D 0 Cloud apps n

s s 9 Grant controls
User

Conditions

D 0 Device platforms

0 Locations
0 Client apps
0 Device state

Require MFA
Require device compliance

Require hybrid AAD join

000 o

Require approved client app

Block access



Azure AD Password Protection

Azure AD

: . )
* Hackers use brute force techniques like password @ . = A
spray attacks to discover and compromise 1 e o e
aCCOLlntS Wlth common paSSWOrdS. Requests forwarded
' from DCs I
e Azure AD Password Protection helps you Member server Member server
. . . Azure AD Password Protection Azure AD Password Protection
eliminate easily guessed passwords from your Proxy Service e
environment, which can dramatically lower the '[
risk of being com promised by a password spray U;ar Domain controller #1 Domain controller #N Usr
attack M LSASS.EXE WSE:E::S iy LSASS.EXE A
DC Agent password DC Agent password
 Azure AD Password Protection also provides an r “"*-‘|”‘“ ﬁ“T" Pod
Integrated admln experlence to COhtrOl ChECkS for Password validation requests Password validation requests
passwords in your organization, in Azure and on- ! e ey !
. Azure AD Password Azure AD Password
premises. Protection DC Agent I Protection DC Agent
Senvice Semvice
 Azure AD Premium Password Protection is an Read\write pataword policies Readrite pataword polices
Azure AD Premium 1 feature ‘ orse
rephicauon
 Required: Azure AD password protection for - .

Sysvol Sysvol
Windows Server Active Directory (preview)



Azure AD Proxy Apps: Application Access scenario

ﬁ Azure Active
—— Directory

Azure AD 1
Application Proxy

Ml Windows Server

Forefront UAG/TMG
Web Application Proxy ]

+
i 7
-

On-Prem Apps

|

Active Directory



How Application Proxy Service works

* Connectors are deployed on local network

Multiple connectors can be deployed for redundancy and scale

The connectorauto connects to the cloud service

User connects to the cloud service that routes their traffic to the resources via the

connectors

2 e L b et o b A o A e L A 4 o L & & 1 . 1 1
[ e, '
i @ G
@ - o
. Application : ‘ - I
i) : Proxy Service | ? [% |
@ — ‘ ‘ l ‘ 4 : w) :
- 2 | 1
& | = |
k- | application) |
| I
| |
' |




Azure Active Directory

P2 Plan




Azure AD

% ADFS
B MSA

{5 Google ID

Android

’

@ ios

i

& Macos
2@ Windows

dh Windows
NV Defender ATP

@ Geo-location

& Corporate
—a= Network

Browser apps

gz Clientapps

Azure AD |dentity Protection

Employee & Partner
Users and Roles

Trusted &
Compliant Devices

Physical &
Virtual Location

Client apps &
Auth Method

019 ¢
Conditions Ay

Machine

learning

Policies

Evaluation

Controls

Allow/block
access

Limited
access

Require
MFA

S— Force
Ezz=zal password

reset

Block legacy
authentication

1.
I\ P

Microsoft Cloud

Microsoft
Cloud App Security

E - EEIUE - DR
v B - [3e & 1
- EERE - B B0
s 3 - B Ao 9.
-B < EN - B o> o~
‘O B M- -l Bsis A
(- c [~ oflloeccce- «
vosoalc B-H-E o <Bez: ]
. floBlc con  co-wflsB:

Cloud SaaS apps

1

Hr=
=n

Hix)

On-premises apps

48



Privileged |dentity Management

Discover, restrict, and monitor privileged identities

Enforce on-demand, just-in-time administrative access when needed

Activity

Manage access to resources in Azure AD, Azure Resources (Preview), and other
Microsoft Online Services like Office 365 or Microsoft Intune

Alerts

Provides more visibility through alerts, audit reports and access reviews 34

Administrators aren't using their privileged roles

Global Billing Exchange User Password
Administrator Administrator Administrator Administrator Administrator

- o o

There are too many global administrators

-

Ry —

Require Premium P2 edition



Privileged Identity Management benefits

Reduces exposure | Simplifies Increases visibility
to attacks delegation and finer-grained
targeting admins aelpjige]

Removes unneeded permanent Separates role administration Enables least privilege role
admin role assignments from other tasks assignments

Limits the time a user has admin  Adds roles for read-only views Alerts on users who haven't
privileges of reports and history used their role assignments
Ensures MFA validation prior to Asks users to review and justify Simplifies reporting on admin

admin role activation continued need for admin role activity
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